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Executive summary

Quocirca’s Global Print Security Landscape 2023 report reveals that organisations face ongoing challenges in
securing print infrastructure. Home printing continues to cause security concerns, with employee shadow
purchasing making it harder to control document security. Print-related data breaches remain prevalent, with
61% of respondents reporting at least one data loss in the last 12 months, rising to 67% amongst midmarket
organisations. This is leading to lower confidence, particularly among SMBs, in the security of print
infrastructure.

Notably, the research reveals a strong disconnect between the perceptions and attitudes to print security
amongst chief information officers (ClOs) and chief information security officers (CISOs). Expectations for
security spend growth in the coming 12 months are similar, with 84% of ClOs and 81% of CISOs expecting their
print security spend to increase. Only 28% of CISOs believe it has become harder to keep up with print security
challenges, compared to 50% of ClOs. Similarly, only 45% of CISOs are very or somewhat concerned about the
risks of unsecured printers, compared to 72% of ClOs. This chasm between ClOs and CISOs means the two
individuals responsible for the overall technical security of the print environment when serving the business are
not seeing things in the same light — and this has ramifications for the business itself.

Fortunately, print security leaders are mitigating risks. As shown by Quocirca’s Print Security Maturity Index,
organisations classed as leaders, which have implemented a range of technology and policy measures, are seeing
lower levels of data loss and have higher confidence in the security of their print infrastructure. For print
manufacturers, MPS providers, and the rest of the print channel, bridging this gap between the two security
camps is a must. However, this cannot be done simply — it will require a two-pronged approach to bring the two
parties closer together, as well as ensuring the business itself is more aware of the security issues around print.

Therefore, print manufacturers and channel partners must strengthen their security propositions for
organisations of all sizes to help customers mitigate risk in the new era of hybrid work. Becoming a trusted
advisor and provider of print security solutions that fit with an organisation’s existing security environment is
key. Ensuring data and information flow, along with device and output security, will create new revenue
capabilities for the print channel.

The Global Print Security Landscape 2023 study is based on the views of 507 IT decision-makers (ITDMs) in the
US and Europe. Respondents include 20% from the UK, 20% from France, 20% from Germany, and 40% from the
US. In terms of organisation size, 24% represent small and medium-sized businesses (SMBs) (250 to 499
employees), 26% are from mid-size organisations (500 to 999 employees), and 50% are from large enterprises
(1,000+ employees). Respondents are drawn from a range of verticals, including business and professional
services, finance, industrials, public sector, and retail.

The study also includes the print security vendor landscape, which features Quocirca’s assessment of service
offerings from major print manufacturers.

The following vendors participated in this study: Brother, Canon, Epson, HP, Kyocera, Konica Minolta, Lexmark,
Ricoh, and Xerox.
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Key findings

Cybersecurity incidents continue to rise. Overall, 42% of organisations report an IT security breach in
the past year, rising to 55% among mid-market organisations and dropping to 36% amongst large
enterprises, along with 51% in the finance sector, dropping to 32% in the public sector. The highest
incidence across all organisations is malware, with phishing highest in the mid-market. Security
breaches increased for 61% of organisations in the past year, rising to 70% in the US and 66% in business
and professional services. On average, 27% of IT security incidents were related to paper documents.
Reliance on printing creates a need for effective print security. Despite rapid digitisation over the
course of the pandemic, 70% remain dependent on print today, rising to 72% in large organisations. A
majority (80%) have changed the composition of their printer fleet over the last two years, rising to
88% in the mid-market. Overall, 79% expect to increase their print security spend in the next year, rising
to 86% in the US and 85% in business and professional services and retail.

Print security is lower on the security agenda than other elements of IT infrastructure. Cloud or hybrid
application platforms, email, public networks, and traditional end points are seen as top security risks.
Employer-owned home printers come in as the seventh top security risk (21%), ahead of the office print
environment (20%). Notably, there is a disparity between ClOs and CISOs. Just 18% of CIOs consider
office printing a key security risk compared to 30% of CISOs.

Organisations are taking different approaches to managing the security of their print infrastructure.
While 31% indicate they use an MPS provider, over half (54%) indicate that they use a managed security
services provider (MSSP) to manage both print and IT security. This rises to 58% amongst smaller
organisations (249-499 employees).

Organisations are finding it harder to keep up with print security demands. Overall, 39% say it is
becoming harder, rising to 50% in the midmarket (500-999 employees). The top challenge is keeping
print management software up to date (35%), protecting sensitive and confidential documents from
being printed (34%), and securing printing in the remote/home environment (31%). Hardware security
is a key concern for SMBs (29%), and highest in the finance and industrial sectors (31%) and for CISO
respondents (38%).

Organisations using MPS or that are classified as print security leaders are more confident in the
security of their print infrastructure. The visibility and control provided by an MPS appears to ease the
security burden for users. While overall, only 19% of respondents are completely confident in the
security of their print infrastructure, this rises to 26% amongst organisations using MPS. Overall, a
further 50% say they are mostly confident. This reflects the growing complexity and challenges
associated with securing both devices and documents across a hybrid workplace.

In the past 12 months, 61% of organisations have experienced data losses due to unsecure printing
practices. This is a fall from 68% in our 2022 study. Mid-market organisations are more likely to report
one or more data losses (67%) than large organisations (57%) and the public sector (49%). On average,
the cost of a print-related data breach is £743K. Beyond the financial loss, the top impact of a data
breach is the lost time in addressing the breach and the impact on business continuity (30%).
Vulnerabilities around home printing, such as home workers not disposing of confidential information
securely, was cited as a top factor contributing to data losses.

Quocirca’s Print Security Maturity Index reveals that only 27% of the organisations studied can be
classed as Print Security Leaders, meaning they have implemented six or more security measures. The
number of leaders rises to 31% in the US and falls to 18% in Germany, which also has the highest
number of laggards (29%). Print Security Leaders are likely to spend more on print security, experience
fewer data losses, and report higher levels of confidence in the security of their print environment.
When compared by vertical, business and professional services have the largest percentage of leaders
(37%), with the public sector having the least (18%).

Less than one-third (32%) are very satisfied with their print supplier’s security capabilities. This rises
to 50% amongst US organisations and drops to 17% in Germany. Those using an MPS have far higher
satisfaction levels (39% are very satisfied) than those not currently using an MPS or with no plans to
use one (23%). Print security leaders — those that have adopted a range of measures, including security
assessments, pull printing, and formal print security policies, are most likely to report higher
satisfaction levels — 53% of leaders are very satisfied, compared to 27% of followers and only 15% of
laggards.
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Introduction

As organisations adjust to managing remote and hybrid teams, supporting digital transformation, and navigating
an uncertain and volatile global economy, they face an ever-expanding landscape of vulnerabilities and
increasing risk. Quocirca’s research reveals that 42% of organisations have experienced a cybersecurity incident
in the past year, rising to 51% in the finance sector and 55% amongst midmarket organisations. The volume of
security incidents has increased in the past year for 61% of organisations.

Supply chain disruption and geopolitical situations such as the Russia-Ukraine war have further intensified the
threat landscape. The increased prevalence of ransomware, ransomware denial of service (RDoS), distributed
denial of service (DDoS), social engineering, and supply chain attacks is driving increased concerns around
cybersecurity and the resilience of business-critical functions.

This is further compounded by a raft of technological challenges. As organisations migrate more applications
and services to the cloud to support digital transformation initiatives, new security challenges emerge. The
growing amount of business-critical data hosted in the cloud becomes vulnerable to attack and compromise.

This risk is heightened due to remote workers accessing data from potentially unsecure home networks. Security
threats include misconfigured access points, weak passwords, lack of identity and access management (I1AM),
and failure to use multifactor authentication. A fragmented approach to threat detection and monitoring means
security teams are struggling to keep up.

The print infrastructure is not immune to security risks — on average, paper documents represent 27% of IT
security incidents. Today’s intelligent multi-function printers (MFPs) not only pose a risk of paper output falling
into the wrong hands — whether accidentally or maliciously — but also can be exposed as gateways into the rest
of an organisation’s environment. Home printers pose an additional risk, particularly those that were purchased
by employees. This shadow purchasing means home printers may not meet corporate security standards or be
monitored through centralised security tools.

Although print remains low on the IT security agenda, organisations continue to report print-related data losses.
In our 2023 study, 61% of respondents report a print-related data breach, with an estimated average cost of
£743K for one data breach. With both the reputational and financial impact of any security incident far reaching
and substantial, organisations cannot afford to be complacent.

These risks can be mitigated through adopting a never trust, always verify zero-trust security approach.
Implementing data and network encryption, security monitoring, and remediation, along with micro-
segmentation, can help reduce the attack surface, improve threat containment, and strengthen regulatory
compliance.

This report highlights the risks and challenges associated with securing the print infrastructure for the hybrid
workplace. It discusses security confidence levels, print security measures adoption, and the disconnect
between CIOs and CISOs that must be overcome. The report also includes an analysis of the security products,
services, and solutions from the major print manufacturers in the market.
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Hybrid work and cloud adoption are shaping print security challenges

Despite the ongoing shift to digitisation, organisations remain reliant on print. Quocirca’s study shows that the
majority (70%) believe print will remain very important or critical to their organisation in the next 12 months.
Meanwhile, hybrid work is here to stay. On average, 25% of workforces are fully remote, 33% are hybrid, and
42% are fully in the office. A higher proportion of SMB workforces are fully in the office (49%) than of those at
large enterprises (39%). This creates challenges for managing and securing print in the hybrid work setting.

With the return to the office now well underway, print volumes are beginning to recover. Overall, 68% expect
to see growth in office print volumes in the next 12 months, with 64% expecting growth in home printing of
business documents. Overall, 80% have changed the composition of their printer fleet over the last two years,
rising to 88% in the mid-market. In addition, 69% operate a multivendor fleet, rising to 73% and 71% in finance
and business and professional services, respectively.

In terms of MPS usage, 57% use a managed print service (MPS) and 53% some form of cloud printing, rising to
60% in large organisations. Although currently only 4% operate their print infrastructure fully in the cloud, this
is set to rise to 18% by 2025. Today the majority are taking a hybrid approach (29% operate a mix of cloud and
on-premise print management).

The need to implement more effective security for print infrastructure means addressing not only the office
print environment, but also employee-owned printers and MFPs, because of data traversing public networks.
Without effective security controls, this reliance on printing amidst an expanding threat landscape exposes
organisations to security risks.

A multivendor fleet may not have consistent security controls across a mixed fleet of devices, home printers
may not be authorised or monitored, and a fragmented approach to cloud printing may create further security
risks around access and authentication. Although previous Quocirca research has shown that organisations tend
to regard cloud platforms as more secure than on-premise systems, nothing should be taken for granted as the
threat surface increases and novel threats continue to emerge.
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Print security remains low on the IT security agenda

Perhaps unsurprisingly, given the broader IT security threat landscape, printers are ranked lower than other
areas of IT when it comes to security risks (Figure 1). This varies distinctly by region. US and UK organisations
are most likely to rank office printing as a top risk (25% and 26%, respectively), with US organisations most likely
to consider home printing a risk — 25%, compared to just 14% of UK organisations.

Notably, CISOs are more likely to consider office printing a security risk (30%), compared to just 18% of CIOs.
This disconnect reflects the potential challenges around priorities that organisations are placing on print
security. If these stakeholders can work more closely to understand the print security risk, organisations can
gain stronger resilience around their print infrastructure.
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Figure 1. Which areas are considered to pose the greatest security breach risk? (Top 10 shown)
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Print security challenges are harder to keep up with

When asked to identify their top three challenges around print security, 35% of respondents chose maintaining
printer management software at a suitable level of security capabilities, with 34% choosing protecting sensitive
or confidential documents from being printed, and 31% choosing securing printing in a remote/home
environment (Figure 2). The level of disconnect between CIOs and CISOs stands out. ClOs rank their top three
challenges as maintaining security levels of print management software, document security, and remote/home
printing. In contrast, CISOs’ top challenges are related to data and hardware security. This may point to differing
levels of understanding of the print infrastructure risks seen earlier.
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Protecting printing of sensitive/confidential documents q’ 38%
(1]
10
Securing printing in a remote/home environment q é’3%
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ntinig p - o —— 1
Maintaining printers at a suitable level of hardware security 26%
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Understanding the evolving print security landscape qzil/f%
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Zero-day attacks using the print infrastructure as a means of _lgg}%
(1}

attack 25%

0,
Reporting on print activity _ligﬁ
(]

35%
40%

38%

m Total (n=507) MCIO (n=88) M CISO (n=40)

Figure 2. Which of the following do you consider to be the biggest print security challenges?

Consequently, keeping up with print security challenges remains problematic for many organisations (Figure 3),
with 39% overall stating that it is either considerably or somewhat harder. This is, however, down from 2022,
when over half stated that it was somewhat or considerably harder. The US has the largest number of
respondents stating that it has become considerably harder (13%), but also the highest proportion stating that
it has become somewhat or a lot easier (39%). Mid-market organisations are struggling the most, with 50%
stating that they find it either somewhat or very difficult to keep pace with print security challenges.

ClOs are finding it far harder (50% considerably or somewhat harder) than CISOs (28%) to keep pace. This should

not be a surprise: CIOs have a far broader range of issues to keep pace with, while CISOs should be more focused
purely on security issues.

© Quocirca 2023 8 CIRCA



The Print Security Landscape, 2023 May 2023

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Total UK France Germany us Clo CISO

M It has become considerably harder M It is somewhat harder
B It is neither harder nor easier M It is somewhat easier

Itis a lot easier

Figure 3. How do you feel about keeping up with print security challenges and demands?
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Taking measures to address print security

Organisations are taking different approaches to managing the security of their print infrastructure (Figure 4).
While 31% indicate they use an MPS provider, over half (54%) indicate that they use a managed security services
provider (MSSP) to manage both print and IT security. This rises to 58% amongst smaller organisations (249-499
employees).

This potentially has a bearing on their concerns and confidence in managing print security.
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40%
30%
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0%
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B We manage print security internally
B We use a managed security services provider that manages the IT and print environment

W We use a third-party managed print services provider

Figure 4. How do you currently manage print security?
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Print security spend is increasing

Print security spend continues to rise. Overall, 79% of respondents expect their security spend to increase in the
coming 12 months, rising to 86% in the US and dropping to 72% in Germany.

Organisations are using their allocated security budgets to invest in a variety of print security products and
services (Figure 5). Adoption of print security varies by organisation size — larger organisations are more likely
to be implementing formal print security assessments (56%) and data loss prevention (DLP) tools (58%). They
are also more likely to be undertaking security audits of cloud and MPS providers (51%).

Overall, 38% have adopted a zero-trust approach to print security, with a further 39% indicating that they plan
to adopt this in the next 12 months.
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Figure 5. Has your organisation implemented any of the following print security measures?

© Quocirca 2023 11 QUOCIRCA



The Print Security Landscape, 2023 May 2023

Print security leaders are most confident in the security of the print
infrastructure

To understand and compare the extent to which organisations are adopting these measures, Quocirca has
created a Print Security Maturity Index based on the number of measures implemented by our research sample,
dividing them into leaders, followers, and laggards.

e Leaders have implemented six or more of the measures (i.e., more than 50% of the measures indicated
in Figure 5).

e Followers have implemented between two and five measures.

e Laggards have implemented one or none of the measures.

Overall, 27% are classed as print security leaders (up from 18% in 2022), rising to 31% in the US (Figure 6).
Germany has the largest proportion of laggards (29%). Large organisations have the highest proportion of
leaders (30%), with mid-market and SMBs having 23% each. Company size and being a laggard have correlation,
however — 21% of SMBs are laggards, compared to 17% of the midmarket and 11% of large organisations.

Business and professional services organisations have the largest proportion of leaders (37%), followed by retail
(32%). The public sector has the lowest proportion of leaders at 18%. The number of laggards is similar across
all verticals, ranging from 13-17%.

Overall, 76% of print security leaders use MPS, compared with only 52% of those in the follower segment and
42% of laggards. Of leaders, 33% expect their overall security spend to increase by more than 26% over the next
12 months, compared to 20% of followers and 13% of laggards.
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40%
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Total UK France Germany us 250-499 500-999 >1,000
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M Leader MFollower M Laggard

Figure 6. Quocirca’s Print Security Maturity Index by country
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Overall, only 19% of respondents are completely confident that their print infrastructure is secure, compared to
23% in 2022 (Figure 7). A further 50% are mostly confident, compared to 34% in 2022.

However, overall levels of confidence are growing, with 69% being mostly or completely confident in their
environment now, compared to 60% in 2022. US respondents are the most confident, with 28% reporting they
are completely confident, compared to just 8% in France, 16% in Germany, and 17% in the UK. Mid-market
organisations report the highest confidence (27%), compared to 19% of large organisations and 11% of SMBs.
Business and professional services are the most confident at 28%, with industrials the least confident at 12%.
ClOs, at 24%, are far more confident than CISOs at 15%.

Print security leaders (33% completely confident) are ahead of followers (16%) and laggards (8%). Notably,
organisations using MPS have the most confidence in their print security. While just 10% of organisations not
using MPS are confident in the security of their print infrastructure, this rises to 26% amongst organisations
using MPS.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
Total UK France Germany us 250-499 500-999 1,000+
employees employees employees

B Completely confident B Mostly confident B Moderately confident

Not that confident Not at all confident Do not know

Figure 7. How confident are you that your organisation's print infrastructure (office and remote workplace)
is protected from security breaches and data loss?
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Print-related data loss, cost, and impact

The majority report print-related data losses, particularly in smaller organisations

The research shows that 61% of organisations have reported at least one print-related data loss over the past
12 months (Figure 8), rising to 63% in the UK and 67% in organisations with 500-999 employees, and dropping
to 57% amongst large organisations. These figures are in line with the 2022 findings, showing that little has
changed in enhancing the security of a print data environment. Retail organisations are most likely to have
experienced a data loss during the period (67%), while the public sector reported the lowest volume of data
breaches (48%). No data losses were reported by 32% of ClOs, against 25% of CISOs. Here, it seems that CISOs
are not keeping the ClOs up to speed with what is happening — this is dangerous both in overall management
and because of the possibility for any data leak to have reputational and/or legal ramifications.

As in 2022, midmarket organisations state the highest confidence levels in the security of their print platforms,
yet also disclose the highest number of data breaches. This shows an obvious disconnect between perception
and reality. The channel should help provide solid security audits, backed up with advice that will enable an
organisation to better understand its security risks. The organisation can then make better decisions on what it
implements as adequate security measures, aided by the channel partner.

Reported data losses for those operating a mixed fleet of printers (63%) are considerably higher than those with
a standardised fleet (56%). For MPS providers this opens up major opportunities to move customers to a
managed, single-vendor fleet in order to better control data security — focusing on the message that data
breaches result in material business and reputational costs to an organisation.

MPS users report a lower level of security breaches (59% reporting at least one print-related security breach)
than those with no MPS or plans to implement one (66%).

The level of data loss and print security maturity also have correlation. Overall, 47% of print security leaders
report one data loss or more, compared to 65% of followers and 68% of laggards. Although this shows that being
a security leader does help, it is still worrying that nearly half of leaders have experienced one data leak or more.
This demonstrates the need for robust security measures regardless of MPS usage, as well as for help from
external partners to ensure the security measures have been implemented and are being operated effectively.

68% 67%
66%
64% 63% 63%
62%
62% 61%
60%
60%
58%
58% 57%
56%
54%
52%
Total UK France Germany us 250-499 500-999 1,000+

employees employees employees

Figure 8. Level of data losses through printers/MFPs due to unsecure printing practices (in the past 12 months)

When asked to consider the reasons behind the print-related data losses they had suffered, 56% cited
vulnerabilities around home printers, such as homeworkers not disposing of confidential information securely.
Of these respondents, 44% indicated that confidential data had been intercepted in transit, 32% cited unsecure
handling of printed output in the office, and 30% reported insecure disposal of printed output. This should focus
organisations on the home-printing security issue, but it has not been the case to date. MPS providers can help
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by bringing this dichotomy to the table and showing how a suitable MPS can help manage the flow and output
of information across the whole hybrid workplace.

The cost of a print-related data breach

The average cost of a data breach is over £743,000 per breach, rising to approximately £1,338,000 in France and
falling to a little over £492,000 in the UK (Figure 9). The sizes of organisations show correlation: large
organisations see losses averaging £1,103,000 per breach, with SMBs seeing losses of £400,000. Business and
professional services see the highest cost of a breach (£1,219,000), with the public sector experiencing the
lowest cost (£419,000). The security index also shows correlation: security leaders see average losses of
£713,500, compared to followers with £992,700 and laggards with £1,240,800. This provides a solid platform for
the channel to show how lack of suitable controls can lead to major financial losses — and the probability of
reputational ones piling on top of this.
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£1,400,000 £1,338,015
£1,200,000 £1,114,343 £1,103,497
£1,000,000
£822,965

£800,000  £743,086
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Figure 9. Estimated average cost of a data breach (n=308 that reported a data breach)
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The broad consequences of a data breach

Beyond the simple direct costs of a data breach, organisations also report a range of other impacts (Figure 10).
The highest impacts overall are on the amount of time it takes the IT team to respond to and manage the issue
(30%), along with the negative impact on business capability (30%). Negative impact on business capability has
much greater effect on large organisations (35%), compared to 23% of the midmarket and 28% of SMBs.
Similarly, for 33% of large organisations, time lost to waiting for IT to respond to a breach is a major issue,
compared to 26% of the midmarket and 28% of SMBs. SMBs and the midmarket find that breaches of internal
personal information are of greater impact than large organisations, as well as lost revenue.
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Figure 10. What were the major impacts of these data losses? Select all that apply
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Organisations using MPS are most satisfied with print security

US respondents have the largest percentage (50%) that are very satisfied with their print supplier’s security
capabilities (Figure 12), with German respondents least satisfied (17% very satisfied). Just 27% of industrial
organisations are very satisfied, along with 28% of public sector organisations, compared to 38% of business and
professional services organisations. Suppliers have an opportunity here to drive up satisfaction rates by
extending their security offerings and working with customers to increase confidence in print security.

Overall, 39% of those using an MPS are very satisfied with their current print supplier, compared to 23% that
are not using MPS. This shows how the services that fall under an MPS offering can lead to better relationships
with customers and longer ongoing loyalty. However, whereas 42% of ClOs state that they are satisfied with
their print supplier’s security capabilities, only 23% of CISOs are — yet again demonstrating a major disconnect
between these two closely related roles.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
Total UK France Germany us MPS user  Non-MPS user

B Very satisfied W Quite satisfied m Neither satisfied nor unsatisfied ' Quite unsatisfied = Very unsatisfied

Figure 12. How satisfied are you with your print supplier’s capabilities when it comes to securing your print
infrastructure?
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Overall brand perception

HP scores highest in overall brand perception of print manufacturers, with 43% perceiving its capabilities as
‘strong’ (Figure 13). Canon comes next with 36%, closely followed by Epson at 35%.

Overall, the average score for being seen as ‘strong’ is 24%. Five vendors (HP, Canon, Epson, Xerox, and Toshiba)
score above this level.

HP is strong across the board, but is particularly seen as strong in France (50%), as well as the business and
professional services vertical (50%), with 46% of MPS users also seeing it as strong.

Canon is perceived as being strong in France as well (43%), also doing well in large organisations (42%). Epson is
also perceived as being strong in France (40%), SMBs (37%), and business and professional services (48%). Xerox
is perceived as being strong in the UK and US (34%), large organisations (34%), and retail (36%). Toshiba is seen
as strong in the US (32%), SMBs (29%), and retail (31%).

HP 43% 32% 16% C
Canon g
Epson E
Xerox

Toshiba
Brother
Lexmark 20% 28% 32%
Ricoh 18% 28% 28%
Konica Minolta
Kyocera
Sharp 16% 34% 30%
OKI EA 20% 30%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
N Strong M Above average M Average Below average Weak ® Not aware of this vendor

Figure 13. How strong do you believe print security offerings are from the following vendors?

However, overall strength of each manufacturer’s offerings is good: when the ‘not aware of this vendor’
responses are disregarded, fewer than 20% of respondents perceive any single vendor’s capabilities as ‘below
average’ or ‘weak’. For organisations that did not score well, this shows how better messaging is needed on
what differentiates the vendor’s capabilities from the rest of the field. Vendors must provide the basic messages
that the channel can then use.
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Recommendations

Print security spend is expected to continue to grow over the next 12 months, creating ongoing opportunities
for print manufacturers, managed print service providers, and channel partners. It is clear that organisations
using MPS and those that have adopted a range of print security measures are ahead of the curve.
Demonstrating how MPS can improve the security resilience of the print infrastructure will enable suppliers to
shape their propositions across both the office and home printing environments.

Supplier recommendations

Quocirca recommends that suppliers address the following areas:

e Bridge the CIO and CISO divide. In larger organisations, the responsibility for print security may often
be fragmented across different IT and business stakeholders. While CIOs have a strategic focus across
the IT infrastructure, CISOs are fully focused on security. Given the awareness gap across these
decision-makers, suppliers should elevate positioning and messaging of print security to a strategic
level. This can support the alignment of print security priorities as ClOs and CISOs develop a more
collaborative relationship.

e Deliver consistent security across the hybrid environment. Many home printers that are purchased by
employees will not conform to the security requirements of the business. Ensure that security-led MPS
offerings help address this shadow purchasing through either centralised remote monitoring or
provision of authorised devices for home use. While standardised environments generally have a higher
level of hardware security compared to a mixed-fleet environment, many organisations operate a mix
of device brands across office and home environments. This creates a need for integrated third-party
print management platforms that can manage document security consistently across a heterogenous
fleet. Nevertheless, this presents an opportunity for MPS providers to transition customers to a
standardised environment to gain tighter security across their print infrastructure.

e Create clarity around zero trust-led offerings. There is no one-size-fits all to zero trust. Be clear on how
this works with legacy devices and avoid the misuse of the term zero trust — or ‘zero trust-washing’ —
to create the perception of robust security. Zero trust in the print landscape can be best achieved
through micro-segmentation and integration with multifactor authentication and identity and access
management (IAM) platforms. Demonstrate credentials and expertise in this area through focusing on
strategic principles and partnerships. This will also build trust with customers that need a secure move
to a cloud-based print infrastructure.

e Harness MPS as an enabler for enhanced security. Organisations using MPS and a range of security
measures — from formal security assessments, audits, and solutions — are ahead of the print security
curve — in terms of both confidence and lower data loss. Scalable and flexible security services and
solutions will appeal to smaller organisations that are not immune to security risks yet do not have the
budget to implement advanced print security measures. Offering regular security reviews as business
needs change will also be key to improving satisfaction levels around print security.

Buyer recommendations

The print security threat landscape has expanded to include a variety of home and office devices to support new
hybrid ways of working. As intelligent networked devices, MFPs present a weak link in IT security. This can be
mitigated with a range of measures based on an organisation’s security posture.

Buyers should consider the following actions:
e Treat print security as a strategic priority. Print and IT security must be integrated and considered a
higher priority. Elevate the importance of securing the print infrastructure to both CIO and CISO

stakeholders so that they are aligned on understanding the risks, and the measures that can be
implemented to mitigate risks, of unsecured printing.
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e Conduct in-depth print security and risk assessments. Organisations should look to providers that can
offer in-depth assessments of the print environment. Security audits can uncover potential security
vulnerabilities across device and document security. For organisations operating a mixed fleet, this may
help in understanding the opportunities for device optimisation using a single fleet with consistent
hardware security features.

e Ensure remote and home workers can print securely. Ensure printers conform to corporate security
standards, and in cases where employees have purchased their own printers, develop security
guidelines on whether and how these printers can be used. Evaluate print management platforms for
support and security monitoring of home printing.

e Build a cohesive print security architecture. Piecemeal security solutions rarely deliver consistent and
robust security, particularly across a hybrid work environment. Consider an integrated security platform
that can support capabilities such as pull printing, remote monitoring, and reporting across the full
fleet. Extend print security to content and workflow through the use of content security and data loss
prevention (DLP) tools at the application level. Carefully evaluate vendor zero-trust claims and ensure
integration with multi-factor authentication platforms already used in the organisation. Evaluate
whether secure print management solutions can operate in a microsegmented network.

e Formalise processes to respond to print security incidents. Organisations must ensure that they are
prepared for this and have the right processes in place in order to deal with the technical, legal, and
reputational fallout from such a breach. This requires the organisation working together to create an
embracing set of policies.

e Continuously monitor, analyse, and report. Ensure that data from existing security devices, such as
security information and event management (SIEM) devices, is collected and analysed to show what
has been happening, what is happening now, and what may happen in the future. Ensure that such
systems cover as much of the overall platform as possible, and use the insights gained to work on
plugging holes in your organisation’s security.
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Vendor profile: MPS Monitor

Quocirca opinion

MPS Monitor, a provider of a device management platforms for MPS suppliers, continues to deepen its security
credentials. MPS Monitor reports that it has approximately 330,000 DCAs installed at approximately 240,000
end customers. Integration with print management solutions and analytics tools enables MPS Monitor to deliver
a comprehensive and secure device management platform.

Data collection agent (DCA) technology collects a range of printer data metrics such as device status, toner levels,
and error codes across a multivendor fleet. As such, it is a critical component of a managed print service, enabling
effective support such as continuous remote monitoring and proactive supplies replenishment. DCA technology
must conform to a range of stringent security protocols to ensure robust data and network security and for
compliance purposes.

MPS Monitor’s latest version, MPS Monitor 2.0, is a cloud-based Saa$S device management platform that enables
MPS providers and partners to monitor customers’ print fleets, proactively manage supplies replenishment, and
analyse data. Designed to help dealers optimise their operations and improve service margins, the solution is
available in a number of OEM-branded versions, and provides direct integration with many industry-standard
platforms and technologies.

MPS Monitor can be used to support print security strategies through continuous monitoring of devices and
remote configuration capabilities. Brand-enabled advanced remote management technologies, for example, HP
Smart Device Services, allow partners to detect outdated firmware, apply firmware updates, and define and
apply print security policies on devices.

MPS Monitor’s ongoing investment in its platform, particularly with respect to security, makes it a good choice
for MPS channel partners that are building and enhancing their MPS platforms with security in mind.

Vendor highlights

Security certifications

All systems that run the services provided by MPS Monitor to customers and partners worldwide are included
in the ISO/IEC 27001 certification perimeter, and all run within a certified Information Security Management
System (ISMS).

In April 2021, the company successfully completed its first System and Organisation Controls 2 Type 1 (SOC 2
Type 1) examination, an accreditation that confirms its security practices and controls meet the AICPA Trust
Services Criteria for security, availability, and confidentiality. Between September and December 2022, the
company completed a new examination that confirmed its compliance to SOC 2 Type 2, a more stringent
standard than SOC 2 Type 1, as Type 2 verifies the effectiveness of security controls over a period of one year,
and not only on a certain date.

MPS Monitor has been successfully audited for accreditation to CSA Star Level 2. The CSA Star Program is
promoted by the Cloud Security Alliance, and ensures compliance with Cloud Control Matrix (CCM), a
cybersecurity control framework for cloud computing. It can be used as a tool for the systematic assessment of
a cloud implementation and provides guidance on which security controls should be implemented by which
actor within the cloud supply chain.

Secure DCA technology

MPS Monitor mitigates the cybersecurity risks associated with having an active DCA connection between the
customer’s network and the cloud management platform, through full compliance with broadly recognised
security standards. MPS Monitor’s security policies include routine penetration tests, code reviews, vulnerability
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assessments, and incident response services provided by multiple external security firms that continuously
assess and verify both the DCA’s security profile and the overall system’s security posture.

The latest version of MPS Monitor DCA, called DCA 4, allows users to remotely access the printer’s Embedded
Web Server through Device Web Access. To prevent any possible risk to the customer’s security due to this
specific feature, MPS Monitor implemented a complex security framework within DCA 4, and performed a high
number of penetration tests and code reviews before releasing the software component.

User authentication

As with all SaaS cloud solutions, MPS Monitor requires users to manage credentials to access an external cloud
service over the internet. The platform has a comprehensive set of features to reduce risk, including password
complexity, two-factor authentication, and integration with single sign-on for customers using Active Directory,
for example. Okta Identity integration enables users to sign on across domains with a single online identity,
increasing the platform’s security profile by preventing the use of insecure or weak credentials. Customers using
Active Directory (or Azure AD) for their identity infrastructure can connect MPS Monitor to their Active Directory
domain using the Okta integration to achieve a complete single sign-on experience.

Print security management

MPS Monitor offers some notable features that enable channel partners to proactively deliver print security
management. The platform allows partners to detect outdated firmware and apply firmware updates where
needed. On HP devices, specifically, thanks to the integration with HP SDS technology, security policies can be
defined, assessed, and remediated. Device compliance can be continually checked and integrated, and reporting
is provided through MS Power Bl Embedded analytic dashboards.

Product overview
Key features include:

e Data security. MPS Monitor 2.0 systems are operated inside the MPS Monitor ISO/IEC 27001 -certified
ISMS perimeter.

e  GDPR compliance. Processing of personal data within the system is performed in full compliance with
the GDPR, for all customers and dealers where this regulation is applicable. Confidential information
masking can be applied at the user level, and a highly granular user profiles structure is available.

e User account security. Two-factor authentication can be activated on all user accounts. Integration
with Okta provides single sign-on to Active Directory users. System admins’ passwords have to meet
specific complexity requirements and are required to be changed every six months or earlier. A
sophisticated and highly granular user profiles and capabilities function provides the utmost level of
control on features and capabilities enabled or disabled at the user level.

e Cloud infrastructure and customers’ IT security. MPS Monitor’s cloud infrastructure, code, and
network are subject to continuous security monitoring, testing, and audits.

e  Security certifications and compliance. MPS Monitor has achieved compliance with broadly recognised
security standards including ISO/IEC 27001, AICPA SOC 2 Type 2, and CSA Star Level 2.

e High-security data centre. The physical infrastructure that hosts the MPS Monitor cloud services is
located in a top-level, high-security data centre.

e DCA. A multi-platform DCA and clustered DCA technology provide maximum reliability and security in
data collection. From a cybersecurity point of view, the DCA is continuously assessed by a team of
security experts to ensure that its installation within the customer’s internal network poses no security
risk for the IT environment.

e Remote monitoring without a DCA. The integration of HP SDS Cloud DCA into MPS Monitor allows
dealers to remotely monitor and manage customers’ HP FutureSmart devices without installing a DCA
or any other piece of software or hardware on the customer’s network.

e  Security Analytics with Power Bl Embedded. MPS Monitor Analytics, a complete business intelligence
platform that includes security performance based on Microsoft PowerBl Embedded technology,
provides granular and aggregate visibility to virtually all the data and events related to customers’ print
environments.
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e  Built-in security with HP Smart Device Services. The SDS integration includes features that allow
channel partners to access the embedded web server of any HP printer from inside MPS Monitor, to
update devices’ firmware remotely, and to create, assess, and remediate fleet-wide security policies.
Once policies are created, checks can be run on a daily basis to ensure compliance.
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About Quocirca

Quocirca is a global market insight and research firm specialising in the convergence of print and digital
technologies in the future workplace.

Since 2006, Quocirca has played an influential role in advising clients on major shifts in the market. Our
consulting and research are at the forefront of the rapidly evolving print services and solutions market, trusted
by clients seeking new strategies to address disruptive technologies.

Quocirca has pioneered research in many emerging market areas. More than 10 years ago we were the first to
analyse the competitive global market landscape for managed print services (MPS), followed by the first global
competitive review of the print security market. More recently Quocirca reinforced its leading and unique
approach in the market, publishing the first study looking at the smart, connected future of print in the digital
workplace. The Global Print 2025 study provides unparalleled insight into the impact of digital disruption, from
both an industry executive and end-user perspective.

For more information, visit www.quocirca.com.
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